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AMENDMENT TO THE AMENDMENT IN THE

NATURE OF A SUBSTITUTE FOR H.R. 2668

OFFERED BY M .

Before section 1 of the bill, insert the following:

DIVISION A—CONSUMER

PROTECTION AND RECOVERY

In section 1, strike “This Act” and insert “This di-

vision”’.
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At the end of the bill, insert the following:

DIVISION B—ONLINE PRIVACY

SEC. 11. SHORT TITLE; TABLE OF CONTENTS.

(a) SIORT TI1TLE.—This division may be cited as the

“Online Privacy Act of 20217,

(b) TABLE OF CONTENTS.

The table of contents for

this division 1s as follows:

Sec. 11.
Sec. 12.
Sec. 13.
Sec. 14.
Sec. 15.
Sec. 16.
Sec. 17.
Sec. 18.

Sec. 101
Sec. 102
Sec. 103
Sec. 104
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Short title; table of contents.

Definitions.

Prohibition on waivers.

Effective date.

Journalism protection.

Small business compliance ramp.

Criminal prohibition on disclosing personal information.
Limitation on disclosing nonredacted government records.

TITLE I—INDIVIDUAL RIGHTS

. Right of access.

. Right of correction.
. Right of deletion.

. Right of portability.
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Right to human review of automated decisions.

Right to individual autonomy.

Right to be informed.

Right to impermanence.

Exemptions, exceptions, fees, timelines, and rules of construction for
rights under this title.

II—REQUIREMENTS FOR COVERED ENTITIES, SERVICE
PROVIDERS, AND THIRD PARTIES

Minimization and articulated basis for collection, processing, and
maintenance.

Minimization and records of access by employees and contractors.

Prohibition on the collection or maintenance of personal information.

Prohibitions on the disclosure of personal information.

Disclosure to entities not subject to United States jurisdiction or not
compliant with this Act.

Prohibition on reidentification.

Restrictions on collection, processing, and disclosure of contents of
communications.

Prohibition on diseriminatory processing.

Restrictions on genetic information.

Requirements for notice and consent processes and privacy policies.

Prohibition on deceptive notice and consent processes and privacy
policies.

Notice and consent required.

Privacy policy.

Information security requirements.

Notification of data breach or data sharing abuse.
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Establishment.

Executive and administrative powers.
Rulemaking authority.

Personnel.

Complaints of individuals.

User advisory board.

Academice and research advisory board.
Small business and investor advisory board.
Consultation.

Reports.

Grants for developing open-source machine learning training data.
Annual audits.

Inspector General.

Authorization of appropriations.

TITLE IV—ENFORCEMENT

Definitions.

Investigations and administrative discovery.
Hearings and adjudication proceedings.
Litigation authority.

Coordination with other Federal agencies.
Enforcement by States.

Private rights of action.
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See.
See.
See.

408
409
410

See. 50

See. b

. Relief available.
. Referral for eriminal proceedings.
. Whistleblower enforcement.

TITLE V—RELATION TO OTHER LAW

. Relation to other Federal law.
. Severability.

SEC. 12. DEFINITIONS.

In this division:

(1) AGENCY.—The term ‘“Agency’” means the

United States Digital Privacy Agency established by

section 301.
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(2) BEHAVIORAL PERSONALIZATION.—

(A) IN GENERAL.—The term ‘behavioral
personalization’” means the processing of an in-
dividual’s personal information, using an algo-
rithm, model, or other means built using that
individual’s personal information collected over
a period of time, or an aggregate of the per-
sonal information of one or more similarly situ-
ated individuals and designed to—

(1) alter, influence, guide, or predict
an individual’s behavior;

(11) tailor or personalize a product or
service; or

(ii1) filter, sort, limit, promote, display
or otherwise differentiate between specific
content or categories of content that would
otherwise be accessible to the individual.

(80544812)
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(B) EXCLUSIONS.—The term ‘‘behavioral
personalization” does not include the use of his-
torical personal information to merely prevent
the display of or provide additional information
about previously accessed content.

(3) CoLLECT.—The term ‘collect” includes,

with respect to personal information or contents of
communication, obtaining such information in any
manner, except when solely transmitting, routing,
providing intermediate storage for, or providing con-
nections for personal information through a system

or network.

(4) CONTENTS.—The term ‘“‘contents”, when

used with respect to communication, has the mean-
ng given such term in section 2510 of title 18,

United States Code.

(5) COVERED ENTITY.—
(A) IN GENERAL.—The term “covered en-
tity”” means a person who—
(1) intentionally collects, processes, or
maintains personal information; and
(11) sends or receives such personal in-
formation over the internet or a similar

communications network.

(80544812)
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(B) EXcLUSION.—The term ‘“‘covered enti-
ty”” does not include a natural person, except to
the extent such person is engaged in a commer-
cial activity that is more than de minimis.

(6) DATA BREACH.—The term ‘“‘data breach”

means unauthorized access to or acquisition of per-
sonal information or contents of communications

maintained by such covered entity.

(7) DATA SHARING ABUSE.—The term ‘‘data

sharing abuse” means processing, by a third party,
of personal information or contents of communica-
tions disclosed by a covered entity to the third party,

for any purpose other than—

(A) a purpose specified by the covered en-
tity to the third party at the time of disclosure;
or

(B) a purpose to which the individual to
whom the information relates has consented.

(8) DE-Identified.—

(A) IN GENERAL.—The term ‘“de-identi-
fied” means information that cannot reasonably
identify, relate to, describe, reference, be capa-
ble of being associated with, or be linked, di-

rectly or indirectly, to a particular individual or

(80544812)
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| device, provided that a business that uses de-
2 identified information—

3 (i) has de-identified the personal in-
4 formation wusing best practices for the
5 types of data the information contains;

6 (i1) has implemented technical safe-
7 cuards that prohibit re-identification of the
8 individual with whom the information was
9 linked;

10 (111) has implemented business proc-
11 esses that specifically prohibit re-identifica-
12 tion of the information;

13 (iv) has implemented business proc-
14 esses to prevent inadvertent release of de-
15 identified information; and

16 (v) makes no attempt to re-identify
17 the information.

18 (B) The Director may determine that a
19 methodology of de-identifying personal informa-
20 tion is insufficient for the purposes of this defi-
21 nition.
22 (9) DIRECTOR.—The term “Director” means
23 the Director of the Agency.
24 (10) DiscLosSE.—The term “disclose” means,
25 with respect to personal information or contents of

g:\VHLC\060921\060921.166.xml (80544812)
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1 communication, to sell, release, transfer, share, dis-
2 seminate, make available, or otherwise cause to be
3 communicated such information to a third party.

4 (11)  INDIVIDUAL.—The term  ‘“‘individual”
5 means a natural person residing in the United
6 States.

7 (12) MAINTAIN.—The term ‘“‘maintain” means,
8 with respect to personal information or contents of
9 communication, to store, secure, or otherwise cause
10 the retaining of such information, or taking actions
11 necessary for such purposes.

12 (13) PERSONAL INFORMATION.—

13 (A) IN GENERAL.—The term ‘“‘personal in-
14 formation” means any information maintained
15 by a covered entity that is linked or reasonably
16 linkable to a specific individual or a specific de-
17 vice, including de-identified personal informa-
18 tion and the means to behavioral personaliza-
19 tion created for or linked to a specific indi-
20 vidual.
21 (B) ExcLUSIONS.—The term “personal in-
22 formation” does not include—
23 (1) publicly available information re-
24 lated to an individual; or

g:\VHLC\060921\060921.166.xm (80544812)
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(1) information derived or inferred
from personal information, if the derived
or inferred information is not linked or
reasonably linkable to a specific individual.

(14) Privacy HARM.—The term “‘privacy

harm” means adverse consequences or potential ad-
verse consequences to an individual or society arising
from the collection, processing, maintenance, or dis-

closure of personal information, including—

(A) direct or indirect financial loss or eco-
nomic harm;

(B) physical harm;

(C) psychological harm, including anxiety,
embarrassment, fear, and other demonstrable
mental trauma;

(D) adverse outcomes or decisions with re-
spect to the eligibility of an individual for
rights, benefits, or privileges in employment (in-
cluding hiring, firing, promotion, demotion, and
compensation), credit and insurance (including
denial of an application or obtaining less favor-
able terms), housing, education, professional
certification, or the provision of health care and
related services;

(E) stigmatization or reputational harm;

(80544812)
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(F') price diserimination;

(G) other adverse consequences that affect
the private life of an individual, including pri-
vate family matters and actions and commu-
nications within the home of such individual or
a similar physical, online, or digital location
where such individual has a reasonable expecta-
tion that personal information will not be col-
lected, processed, or retained;

(H) chilling of free expression or action of
an individual, group of individuals, or society
generally, due to perceived or actual pervasive
and excessive collection, processing, disclosure,
or maintenance of personal information by a
covered entity;

(I) 1mpairing the autonomy of an indi-
vidual, group of individuals, or society gen-
erally; and

(JJ) other adverse consequences or potential
adverse consequences, consistent with the provi-
sions of this division, as determined by the Di-
rector.

(15) PRIVACY PRESERVING COMPUTING.—
(A) IN GENERAL.—The term “‘privacy pre-

serving computing” means—

(80544812)
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(1) the collecting, processing, dis-

closing, or maintaining of personal infor-

mation that has been encrypted or other-

wise rendered unintelligible using a means

that cannot be reversed by a covered enti-

ty, or a covered entity’s service provider,

such that—

(80544812)

(I) if such personal information
could be rendered intelligible through
cooperation or sharing of cryp-
tographic secrets by multiple persons,
the covered entity has both technical
safeguards and business processes to
prevent such cooperation or sharing;

(IT) if such personal information
1s rendered intelligible within a hard-
ware processing unit or other means
of performing operations on the infor-
mation, there are technical safeguards
that, during the normal course of op-
eration—

(aa) prevent rendering per-
sonal information intelligible any-

where but within the hardware
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| processing unit or other means of
2 performing operations; and

3 (bb) make the exporting or
4 otherwise observing of such intel-
5 ligible information, or the cryp-
6 tographic secret used to protect
7 such information, impossible; and
8 (ITIT) if the result of such proc-
9 essing of the personal information is
10 also personal information, such result
11 must be unintelligible to the covered
12 entity or service provider and pro-
13 tected by privacy preserving com-
14 puting.

15 (B) INSUFFICIENT METHODOLOGIES.—The
16 Director may determine that a methodology of
17 privacy preserving computing is insufficient for
18 the purposes of this definition.

19 (16) PrROCESS.—The term “‘process” means to
20 perform or cause to be performed any operation or
21 set of operations on personal information or contents
22 of communication, whether or not by automated
23 means.
24 (17) PROTECTED CLASS.—The term “protected
25 class” means the actual or perceived race, color, eth-

g:\VHLC\060921\060921.166.xm (80544812)
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nicity, national origin, religion, sex (including sexual
orientation and gender identity), familial status, or

disability of an individual or group of individuals.

(18) PUBLICLY AVAILABLE INFORMATION.—

The term “‘publicly available information” means—

(A) information that is lawfully made
available from Federal, State, or local govern-
ment records;

(B) information about a public individual
or official that is made publicly accessible, with-
out restrictions on accessibility other than the
general authorization to access the services used
to make the information accessible;

(C) information made publicly accessible
by the individual to whom it pertains, without
restrictions on accessibility other than the gen-
eral authorization to access the services used to
make the information accessible, and that such
individual has the ability to delete or change
without relying on a request under section 102
or 103 of this division; and

(D) does not include—

(1) biometric information collected by

a covered entity relating to an individual

without the individual’s knowledge;

(80544812)
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(11) information used for a purpose
that is not compatible with the purpose for
which the information is maintained and
made available in government records;

(i11) information obtained from gov-
ernment records for the purpose of selling
such information; or

(iv) information used to contact or lo-
cate a private individual either physically
or electronically.

(19) REASONABLE MECHANISM.—The term

“reasonable mechanism” means, in the case of a
mechanism for individuals to exercise a right under
title I or interact with a covered entity under title

II, that such mechanism—

(A) 1s equivalent in availability and ease of
use to that of other mechanisms for commu-
nicating or interacting with the covered entity;
and

(B) includes an online means of exercising
such right or engaging in such interaction, if
such individuals communicate or interact with
such covered entity through an online medium
or if such covered entity provides information

processing services through a public or widely

(80544812)
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available application programming interface (or
similar mechanism).
(20) SELL AND SALE.—

(A) IN GENERAL.—The terms ‘“sell” and
“sale” means the disclosure of personal infor-
mation for monetary consideration by a covered
entity to a third party for the purposes of proc-
essing, maintaining or disclosing such personal

information at the third party’s discretion.

(B) ExXcLUSIONS.—The terms “sell” and
“sale” do not include—
(1) the disclosure of personal data to
a third party with which the individual has
a direct relationship for purposes of pro-
viding a product or service requested by
the individual or otherwise in a manner
that is consistent with an individual’s rea-
sonable expectations considering the con-
text in which the individual provided the
personal information to the covered entity;
(i1) the disclosure or transfer of per-
sonal iInformation to a subsidiary or an af-
filiate of the covered entity; or
(ii1) the disclosure or transfer of per-

sonal information to a third party as an

(80544812)
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asset that i1s part of a merger, acquisition,
bankruptey, or other transaction in which
the third party assumes control of all or
part of the covered entity’s assets, unless
such assets are limited to personal infor-
mation unless personal information makes

up the majority of the value of such assets.

(21) SERVICE PROVIDER.—

(A) IN GENERAL.—The term ‘‘service pro-

vider” means a covered entity who—

(1) processes, discloses, or maintains
personal information, where such person
does not process, disclose, or maintain the
personal information other than in accord-
ance with the directions and on behalf of
another covered entity;

(i) does not directly collect personal
information from or control the mechanism
for collecting personal information from an
individual,

(ii1) does not earn revenue from proc-
essing, maintaining, or disclosing personal
information disclosed to the service pro-

vider by a covered entity except by pro-

(80544812)
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viding contracted services to another cov-
ered entity;

(iv) does not disclose personal infor-
mation to another covered entity unless it
was provided by that covered entity or re-
sulted from maintaining or processing per-
formed on personal information exclusively
provide by that covered entity;

(v) does not offer services that allow
another covered entity to target specific in-
dividuals using personal information not
provided by that covered entity;

(vi) assists a covered entity on behalf
of which it processes personal information
to comply with title I, with respect to per-
sonal information processed or maintained
by the service provider on behalf of the
covered entity, including providing tools for
such covered entities requirements under
title I if requested; and

(vil) does not link the personal infor-
mation provided by another covered entity
to personal information from any other

sourece.

(80544812)
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(B) Any such person, and the personal in-
formation they disclose, process, or maintain,
shall be treated as a service provider under this
division only to the extent that such person
complies with the requirements under (A).

(22) SIGNIFICANT PRIVACY HARM.—The term

“significant privacy harm” means adverse con-
sequences to an individual arising from the collec-
tion, processing, maintenance, or disclosure of per-
sonal information, limited to subparagraph (A), (B),

or (D) of paragraph (14).

(23) SMALL BUSINESS.—The term ‘“‘small busi-

ness’’ means a covered entity that—

(A) does not earn revenue from the sale of
personal information;

(B) earns less than half of annual revenues
from the processing of personal information for
targeted or personalized advertising;

(C) has not, at any time during the pre-
ceding 6-month period, maintained personal in-
formation of 250,000 or more individuals;

(D) has fewer than 200 employees; and

(E) received less than $25,000,000 in
oross revenue in the preceding 12-month pe-

riod.

(80544812)
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1 (24) STATE.—The term ‘““State” means each
2 State of the United States, the District of Columbia,
3 each commonwealth, territory, or possession of the
4 United States, and each federally recognized Indian
5 Tribe.
6 (25) THIRD PARTY.—The term ‘‘third party”
7 means, with respect to a covered entity, a person—
8 (A) to whom such covered entity disclosed
9 personal information; and
10 (B) is not—
11 (1) such covered entity;
12 (i1) a subsidiary or corporate affiliate
13 of such covered entity; or
14 (ii1) a service provider of such covered
15 entity.
16 SEC. 13. PROHIBITION ON WAIVERS.
17 (a) IN GENERAL.—The provisions under this division
18 may not be waived. Any agreement purporting to waive
19 compliance with or modify any provision of this division
20 shall be void as contrary to public policy.
21 (b) PROHIBITION ON PREDISPUTE ARBITRATION
22 AGREEMENTS.—No predispute arbitration agreement
23 shall be valid or enforceable with respect to any claims
24 under this division.
g:\VHLC\060921\060921.166.xm (80544812)
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SEC. 14. EFFECTIVE DATE.

(a) IN GENERAL.—This division shall apply begin-
ning on the date that is 1 year after the date of the enact-
ment of this Act.

(b) AuTHORITY TO PROMULGATE REGULATIONS AND
TAKE CERTAIN OTHER ACTIONS.—Nothing in subsection
(a) affects the authority to take an action expressly re-
quired by a provision of this division to be taken before
the effective date described in such subsection.

SEC. 15. JOURNALISM PROTECTION.

(a) IN GENERAL.—Covered entities engaged in jour-
nalism shall not be subject to the obligations imposed
under this division to the extent that those obligations di-
rectly infringe on the journalism rather than the business
practices of the covered entity, so long as, the covered enti-
ty has technical safeguards and business processes that
prevent the collection, processing, maintaining, or disclo-
sure of such personal information for business practices
other than journalism.

(b) JOURNALISM.—The term ‘‘journalism’” includes
the collecting, maintaining, processing, and disclosing of
personal information about a public individual or official,
or that otherwise concerns matters of public interest, for

dissemination to the public.

.166.xml (80544812)
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SEC. 16. SMALL BUSINESS COMPLIANCE RAMP.

Upon losing its status as a small business, a covered
entity shall have nine months to comply with provisions
of this division that a small business is exempt from com-
plying with.

SEC. 17. CRIMINAL PROHIBITION ON DISCLOSING PER-
SONAL INFORMATION.

Chapter 41 of title 18, United States Code, is amend-
ed by adding at the end the following:

“§ 881. Disclosure of personal information with the
intent to cause harm

“Whoever uses a channel of interstate or foreign com-
merce to knowingly disclose an individual’s personal infor-
mation—

“(1) with the intent to threaten, intimidate, or
harass any person, incite or facilitate the commis-
sion of a crime of violence against any person, or
place any person in reasonable fear of death or seri-
ous bodily injury; or

“(2) with the intent that the information will be
used to threaten, intimidate, or harass any person,
incite or facilitate the commission of a crime of vio-
lence against any person, or place any person in rea-
sonable fear of death or serious bodily injury,

shall be fined under this title or imprisoned not more than

5 years, or both.”.

g:\VHLC\060921\060921.166.xml (80544812)
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SEC. 18. LIMITATION ON DISCLOSING NONREDACTED GOV-

ERNMENT RECORDS.

(a) IN GENERAL.—A Federal or State government

entity may not use a channel of interstate commerce to
disclose the personal information of an individual in a gov-
ernment record without an agreement prohibiting the re-
cipient of such information from selling the information
without the express consent of the individual for each dis-
closure.

(b) EXCEPTION.—Notwithstanding subsection (a),
nothing in this section shall prohibit the disclosure of per-
sonal information using a channel of interstate commerce
to another government entity without consent of the indi-
vidual.

TITLE I—INDIVIDUAL RIGHTS
SEC. 101. RIGHT OF ACCESS.

(a) IN GENERAL.—A covered entity shall make avail-
able a reasonable mechanism by which an individual may
access—

(1) the categories of personal information and
contents of communications of such individual that
is maintained by such covered entity, including, in
the case of personal information that such covered
entity did not collect from such individual, how and
from whom such covered entity obtained such per-

sonal information;

g:\VHLC\060921\060921.166.xml (80544812)
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(2) a list of the third parties, subsidiaries, and
corporate affiliates, to which such covered entity has
disclosed and from which such covered entity has, at
any time on or after the effective date specified in
section 4(a), obtained the personal information of
such individual;

(3) a concise and clear description of the busi-

ness or commercial purposes of such covered enti-

ty-
(A) for collecting, processing, or maintain-
ing the personal information of such individual;
and
(B) for disclosing to a third party the per-
sonal information of such individual; and
(4) a list of automated decision-making proc-
esses that an individual has a right to request
human review of under section 105 with a concise
and clear description of the implications and in-
tended effects of such process.

(b) EXCEPTION FOR PUBLICLY ACCESSIBLY INFOR-

MATION.—A covered entity that makes available informa-
tion required in subsection (a) shall be considered in com-
pliance with such requirements if the covered entity pro-

vides an individual instructions on how to access a public
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posting of such information, including in a privacy policy,
if the instructions are easy and do not require payment.

(¢) SMALL BUSINESSES EXCLUDED.—Subsection
(a)(3) does not apply to a small business.

SEC. 102. RIGHT OF CORRECTION.

(a) DISPUTE BY INDIVIDUAL.—A covered entity shall
make available a reasonable mechanism by which an indi-
vidual may dispute the accuracy or completeness of per-
sonal information linked to such individual that 1s main-

tained by such covered entity if such information is proc-

I1 essed in any way, by such covered entity, a third party
12 of such covered entity, or a service provider of such cov-
13 ered entity that may increase reasonably foreseeable sig-
14 nificant privacy harms.
15 (b) CORRECTION BY COVERED ENTITY.—A covered
16 entity receiving a dispute under subsection (a) shall—
17 (1) correct or complete (as the case may be) the
18 disputed information and notify such individual that
19 the correction or completion has been made; or
20 (2) notify such individual that—
21 (A) the disputed information is correct or
22 complete;
23 (B) such covered entity lacks sufficient in-
24 formation to correct or complete the disputed
25 information; or
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(C) such covered entity is denying the re-
quest for correction or completion in reliance on
an exemption or exception provided by section
109(g) (with the notification containing an
identification of the specific exemption or excep-
tion relied upon).

(¢) SMALL BUSINESSES EXCLUDED.—This section

does not apply to a small business.
SEC. 103. RIGHT OF DELETION.

(a) REQUEST BY INDIVIDUAL.—A covered entity
shall make available a reasonable mechanism by which an
individual may request the deletion of personal informa-
tion and contents of communications of such individual
maintained by such covered entity, including any such in-
formation that such covered entity acquired from a third
party or inferred from other information maintained by
such covered entity.

(b) DELETION BY COVERED ENTITY.—A covered en-
tity receiving a request for deletion under subsection (a)
shall—

(1) delete such information and notify such in-
dividual that such information has been deleted; or
(2) notify such individual that such covered en-
tity 1s denying the request for deletion in reliance on

an exemption or exception provided by section

g:\VHLC\060921\060921.166.xml (80544812)
June 9, 2021 (5:04 p.m.)



G:\CMTE\EC\IA\CPASLW\SLW_0101.XML

25
1 109(2) (with the notification containing an identi-
2 fication of the specific exemption or exception relied
3 upon).
4 SEC. 104. RIGHT OF PORTABILITY.
5 (a) DETERMINATION OF PORTABLE CATEGORIES.
6 (1) ANNUAL DETERMINATION.—Not less fre-
7 quently than once per year, the Director shall—
8 (A) establish categories of products and
9 services offered by covered entities, based on
10 similarities in the products and services;
11 (B) determine which categories established
12 under subparagraph (A) are portable categories;
13 and
14 (C) publish in the Federal Register a list
15 of portable categories determined under sub-
16 paragraph (B).
17 (2) OPPORTUNITY FOR PUBLIC COMMENT.—Be-
18 fore publishing the final list under paragraph (1)(C),
19 the Director shall—
20 (A) publish a draft of such list in the Fed-
21 eral Register; and
22 (B) provide for an opportunity for public
23 comment on such draft list.
24 (b) EXERCISE OF RIGHT.—
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| (1) IN GENERAL.—A covered entity that offers
2 a product or service in a portable category shall
3 make available to an individual whose personal infor-
4 mation or contents of communications such entity
5 maintains a reasonable mechanism by which such in-
6 dividual may—

7 (A) download, in a format that is struc-
8 tured, commonly used, and machine-readable—
9 (i) any personal information of such
10 individual that such individual has pro-
11 vided to such covered entity, with the op-
12 tion to download such information by cat-
13 ecory that is accessible under section 101
14 of this division; and

15 (i) any contents of communications;
16 and

17 (B) using a real-time application program-
18 ming interface, or similar mechanism, transmit
19 all personal information and contents of com-
20 munications of or related to such individual
21 (whether or not provided to such covered entity
22 by such individual) from such covered entity to
23 another covered entity in accordance with sub-
24 section (c¢).
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1 (2) REQUIREMENTS FOR APPLICATION PRO-
2 GRAMMING INTERFACE.—The application program-
3 ming interface, or similar mechanism, required by
4 paragraph (1)(B) shall—

5 (A) be publicly documented;

6 (B) allow the option of data to be obtained
7 by category that is accessible under section 101;
8 (C) include a publicly available, fully funec-
9 tional test version for development purposes;
10 and
11 (D) be of similar quality to mechanisms
12 used internally by the covered entity.
13 (¢) REQUIREMENTS FOR ACCESS TO APPLICATION

14 PROGRAMMING INTERFACE.—

15 (1) AccEss.—A covered entity shall provide ac-
16 cess to the application programming interface or
17 similar mechanism required by subsection (b)(1)(B)
18 upon the request of another covered entity if the re-
19 questing covered entity has self-certified, using the
20 procedures established by the Director under para-
21 oraph (3)(A), that such requesting covered entity:
22 (A) 1s a covered entity;

23 (B) can have personal information dis-
24 closed to it under section 205 of this division;
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(C) 1s, at the time of the self-certification,
in compliance with all requirements of this divi-
sion (including provisions a small business is
otherwise exempt from complying with);

(D) will continue to comply with all re-
quirements of this division; and

(E) will only use such application program-
ming interface or similar mechanism at the ex-
press request of an individual.

(2) DENIAL OF ACCESS.—

(A) IN GENERAL.—A covered entity may
deny access to the application programming
interface or similar mechanism required by sub-
section (b)(1)(B) if such covered entity has an
objective, reasonable belief that the requesting
covered entity has failed to meet the require-
ments for self-certification under paragraph (1).

(B) REVIEW.—In accordance with the pro-
cedures established under paragraph (3)(B), a
covered entity the request of which is denied
under subparagraph (A) may petition the Di-
rector for review of the denial. If the Director
finds that such denial is unreasonable, the Di-

rector may impose a penalty, to be established
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| in such procedures, on the covered entity that
2 denied the request.
3 (3) CERTIFICATION AND REVIEW PROCE-
4 DURES.—The Director shall establish—
5 (A) procedures for a covered entity to self-
6 certify under paragraph (1); and
7 (B) procedures for the review of petitions
8 under paragraph (2)(B), including penalties for
9 unreasonable denials.
10 (d) SMALL BUSINESSES EXCLUDED.—This section
11 does not apply to a small business.
12 (e) DEFINITIONS.—In this section:
13 (1) PORTABLE CATEGORY.—The term ‘‘portable
14 category”’ means a category of products and services
15 established by the Director under subsection
16 (a)(1)(A)—
17 (A) for which the sum obtained by adding
18 the number of users or estimated users of each
19 product or service in such category is greater
20 than 10,000,000; and
21 (B) that—
22 (1) has an estimated Herfindahl-
23 Hirschman Index of 2,000 or greater;
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1 (11) the total number of covered enti-
2 ties offering products and services in such
3 category 1s 3 or less; or
4 (i11) the Director otherwise determines
5 that a category would benefit from encour-
6 aging increased competition.
7 (2) USERS.—The term ‘“‘users” means, with re-
8 spect to a product or service, the monthly active
9 users, subscribers, or customers (or a reasonable
10 proxy or substitute therefor determined by the Di-
11 rector) of such product or service.
12 SEC. 105. RIGHT TO HUMAN REVIEW OF AUTOMATED DECI-
13 SIONS.
14 For any decision by a covered entity based solely on
15 automated processing of personal information of an indi-
16 vidual, if such processing increases reasonably foreseeable
17 significant privacy harms for such individual, such covered
18 entity shall—
19 (1) inform such individual of what personal in-
20 formation is or may be used for such decision;
21 (2) make available a reasonable mechanism by
22 which such individual may request human review of
23 such decision; and
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(3) 1f such individual requests such a review,
conduct such review within a reasonable amount of
time after such request.
SEC. 106. RIGHT TO INDIVIDUAL AUTONOMY.

(a) IN GENERAL.—A covered entity shall not collect,
process, maintain, or disclose an individual’s personal in-
formation to:

(1) ereate, improve upon, or maintain;

(2) process with; or

(3) otherwise link an individual with;
an algorithm, model, or other means designed for behav-
1oral personalization, without the affirmative express con-
sent of that individual.

(b) CONSENT.—A covered entity must obtain express
affirmative consent from an individual before it may pro-
vide a behaviorally personalized version of a product or
service. Where consent is denied, a covered entity must
provide the product or service without behavioral personal-
1zation.

(¢) EXCEPTIONS TO PROVIDING PRODUCT OR SERV-
ICE.—

(1) Where the offering of a substantially similar
product or service without behavioral personalization

18 infeasible, a covered entity shall provide, to the

oreatest extent feasible, a core aspect or part of the

g:\VHLC\060921\060921.166.xml (80544812)
June 9, 2021 (5:04 p.m.)



G:\CMTE\EC\IA\CPASLW\SLW_0101.XML

O o0 N N W Bk W =

[\O T \© R (O R R e e e e e e e T
N = O 00N N R WD = O

23

32
product or service that can be offered without behav-
ioral personalization.

(2) Where no core aspect or part of the product
or service can function in a substantially similar
function without behavioral personalization, a cov-
ered entity may deny providing an individual use of
such product or service if such individual does not
consent to behavioral personalization as required in
subsection (a).

(d) EXCEPTION TO BEHAVIORAL PROCESSING.—Not-

withstanding subsections (a) and (b), a covered entity may
create or process using behavioral personalization algo-
rithms, models, or other mechanisms for the purpose of
increasing the usability of the product or service provided

by a covered entity that—

(1) are built using aggregated personal infor-
mation that is representative of all the personal in-
formation the covered entity maintains; and

(2) have an output that is both uniform across
the individuals that use the product or service and
independent of a specific individual’s inherent or be-
havioral characteristies.

(e) UsaBILITY.—The term ‘usability” as used in

24 subsection (d) 